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ABSTRACT

Today, contactless smart cards are used to provide physical
access control and authentication in a wide variety of appli-
cations. Prior research have demonstrated the vulnerability
of contactless smart cards to relay attacks. For example,
an attacker can relay the communication between the card
reader and the smart card to steal a car or pay for goods in a
supermarket. To solve this problem, smart cards need to be
enhanced with secure proximity verification, i.e., distance
bounding, which enables the card reader and the card to
verify their mutual distance. However, existing technologies
do not support the deployment of distance bounding in such
systems: NFC cannot provide sufficient distance resolution,
and hardware complexity of the proposed (e.g., UWB-based)
distance bounding radios prevents their use in contactless
smart cards.

In this work, we propose a novel distance bounding sys-
tem specifically designed for short-range contactless access
control and authentication applications. Our system com-
bines frequency modulated continuous wave (FMCW) and
backscatter communication. The use of backscatter com-
munication enables low-complexity, power-efficient design of
the prover which is critical for contactless smart cards. In
addition, our distance bounding system enables the imple-
mentation of a majority of distance bounding protocols de-
veloped in prior art. We analyze our system against vari-
ous attack scenarios and show that it offers strong security
guarantees. Additionally, we evaluate our system’s commu-
nication and distance measurement characteristics using a
prototype implementation.

1. INTRODUCTION

Contactless smart cards are used in a number of appli-
cations including public transport ticketing, parking and
highway toll fee collection, payment systems, electronic pass-
ports, physical access control and personnel tracking. Smart
card based physical access control and authentication are
deployed even in safety- and security-critical infrastructures
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such as nuclear power plants and defense research organi-
zations. Majority of these smart cards use radio frequency
based identification (RFID) technology to exchange informa-
tion with the reader. Modern contactless payment systems
use Near-field communication (NFC) technology, a branch
of RFID that is specifically designed for ultrashort-range ap-
plications typically in the order of a few centimeters. Even
though the communication range for many such systems is
limited, prior research has revealed that the use of RFID
proximity to provide access control is still vulnerable to
mafia-fraud (relay) attacks (e.g., PKES systems [1], NFC
phones [2], Google Wallet [3]). Relay attacks have serious
implications on contactless access control and authentica-
tion systems: an attacker can gain entry into a restricted
area, steal a car or make fraudulent payments by relaying
the communications between the reader and the card which
is several meters away without the knowledge of the card’s
owner. In order to prevent such attacks, these systems must
be enhanced with distance bounding [4] i.e., with the abil-
ity to securely verify a device’s proximity to the verifying
terminal or reader. Distance bounding protocols enable the
secure measurement of an upper bound on the physical dis-
tance between two devices, a verifier and a prover. In the
case of access control systems, the reader and the card act as
the verifier and the prover respectively. In order to compute
the upper bound on the physical distance, distance bounding
relies on the measurement of the round-trip time between a
transmitted challenge and a received response.

The use of distance bounding in contactless access control
and authentication systems, however, imposes a number of
challenges. First, the verifier should estimate the distance
bound precisely. Existing RFID proximity systems were not
designed for this purpose and due to their operating fre-
quency and bandwidth cannot achieve the ranging precision
required for the prevention of relay attacks. Second, the
physical communication layer used for distance bounding
has to be robust to attacks such as early detection and late
commit [5]. Finally, it is essential that the hardware com-
plexity of the contactless card is kept as simple as possible.
It would be best if the card can operate passively (derive
power from the interrogation signal) or semi-passively (as-
sisted by a power source). Although a number of distance
bounding protocols [6-12] were proposed after it was ini-
tially introduced in the context of wired systems [4], very
few practical implementations exist. Some prior works on
prover design focused on using analog or hybrid digital-
analog processing in order to reduce the prover process-
ing time to few nanoseconds [8,13], but the hardware com-



plexity, storage requirements and power consumption at the
side of the prover limit their use in contactless applications.
Another line of work considered the implementation of dis-
tance bounding using ultra-wide band (UWB) signals with
well defined physical-layer characteristics [14]. Although IR~
UWRB can estimate distances with centimeter level precision,
processing IR-UWB pulses consumes significant amount of
power (typically around 1 — 4 W) making it unsuitable for
use in applications such as contactless access control and
authentication systems (or payment systems) where power
consumption at the prover needs to be low (order of few mW
or uW).

Additionally, with the advent of internet of things, a large
number of interconnected sensors and actuators are expected
to collect and exchange information. These things can be
implanted heart monitors that sends continuous data to the
patient’s mobile phone, automobile sensors monitoring tyre
pressure or a simple automatic indoor climate control sys-
tem. Given the sensitivity and privacy of the data that is
exchanged, it is only reasonable to allow data communica-
tion between devices that are in close proximity; thereby
making it very important to develop low-complexity, power
efficient distance bounding systems.

In this work, we propose a novel distance bounding system
with a ranging precision and security guarantees that make
it suitable for contactless access control and authentication
applications. Our system is based on frequency modulated
continuous wave (FMCW) for distance estimation and On-
Off Keying (OOK) technique for data communication. We
leverage backscatter communication to enable realization of
low-power provers that can potentially be integrated into
passive and semi-passive contactless cards. We show that
due to the inherent nature of FMCW, the distance estima-
tion phase is only loosely coupled to the challenge processing
at the prover i.e., the distance estimation is independent of
the processing delay at the prover while keeping the security
guarantees of the system intact. This enables logical layer
implementation of any distance bounding protocol proposed
in prior art. Our proposed system architecture offers com-
plete protection against conventional distance modification
attacks. In addition, we provide maximum distance reduc-
tion estimates for a strong attacker who is capable of de-
tecting challenges earlier and relaying them to the payment
token. We show that an attacker who can predict the sym-
bol as early as 10ns and can relay without any hardware
delay can reduce the estimated distance by a maximum of
1m. Finally, we evaluate our system through simulations
and experimentally validate its processing delay, power con-
sumption and ranging precision.

2. CONTACTLESS SMART CARDS

Contactless smart card systems use radio frequency sig-
nals to communicate between the reader and the smart card.
The card reader continuously transmits radio frequency sig-
nals from which the smart card derives energy for its op-
eration. Then, the card modulates back its data on the
radio signal which is detected and demodulated by the card
reader. Typically, the contactless smart cards use ampli-
tude shift keying or phase shift keying [15] to modulate
the data back to the reader. Depending on the applica-
tion and environmental factors, contactless smart card sys-
tems use different frequency bands for communications. The
124 — 135 KHz low-frequency and 13.56 MHz high-frequency

relay channel

payment
terminal

Figure 1: An attacker relays the communications
between a legitimate contactless payment terminal
and a card using two proxy devices.

(HF) bands are the most commonly used ones. Some sys-
tems also use the ultra-high frequency (902 — 928 MHz and
860—880 MHz) and the microwave bands (2400—2483.5 MHz
and 5725 — 5850 MHz). Passive and semi-passive cards can
operate in any of the above mentioned frequency bands while
most active tags (can transmit autonomously and equipped
with a power source) use the UHF or microwave frequencies
for operation.

Contactless smart cards were first deployed in the mid 90’s
for electronic transport ticketing in Finland. Today, contact-
less smart card systems are used in securing access to critical
infrastructure, contactless payments, electronic passports.
The set of applications is only bound to increase especially
given the recent advent of Internet of Things (IoT). In a
typical access control application, an authorised personnel
simply taps his smart card against a card reader setup at the
entrance to gain access to an infrastructure. In electronic
ticketing, contactless smart cards are also used to store elec-
tronics funds of money. The customer can “top up” the card
using cash or credit card at designated machines and later
use it to pay for the public transport. A passenger simply
taps the contactless smart against automated card readers
while entering the public transport. The reader then checks
for available balance in the smart card and deducts the ap-
propriate fee. Similarly, in a typical electronic payment sce-
nario, the consumer places the token very close to the pay-
ment terminal. In most cases, these contactless smart cards
can be used even without removing them from ones wallet.

Relay Attacks.

Prior research have demonstrated the vulnerability of con-
tactless smart card systems to relay attacks also termed as
“mafia fraud”. In contrast to the protocol level exploits [19,
20], relay attacks [21] do not require any knowledge of the
actual data being transmitted and therefore are independent
of any higher layer encryption. A proxy reader and a proxy
card are used to relay the communications between legit-
imate entities (Figure 1). Hancke [22] practically demon-
strated the attack using specialized hardware as the proxy
reader and card over a distance of 50 m. Later, Francis et
al. [2] demonstrated that relay attacks can be executed using
commodity phones equipped with NFC without the need of
any specialized hardware. The proxy reader and token used
Bluetooth as a proxy relay channel to exchange information
between entities separated by several meters. Francillon et
al. [1] showed the vulnerability of passive keyless entry sys-
tems implemented in modern automobiles to simple relay
attacks. In this attack, the attacker used two devices, one
each in the proximity of the key and the car. The attack was
successfully executed by simply relaying messages between



Implementation DF (protj:ttsts?fll; dR;Zl}IIIﬁ,nC?\/IF TF Compatible Protocols Complexityb
Tippenhauer [14] v (100 ns) v v Any High
Hancke [16] v (40ns) v X HKP [7] High
CRCS [g]° v ( 1ns) v X CRCS High
Ranganathan [13]° v (3 ns) v v HKP based [9,17, 18] High
Our Work v (1) v v Any Low

2 A 1ns prover processing delay enables a maximum distance reduction of 15cm by a dishonest prover.

b Required signal sampling rates, memory.

¢ Focused primarily on reducing the prover’s processing delay and used frequency switching to communicate data.
d The use of slots enables us to decouple the distance estimation from the processing delay.

Table 1: Comparison of the existing distance bounding implementations in prior art.

the key and the car, enabling the car to be opened and
started even with the key at a distance of 50 m away from
the car. Recently, [3] showed that relay attacks on Google
Wallet can be carried out without any proxy hardware in
close physical proximity to the victim. A “relay software
application” communicates with the secure element present
in Google Wallet and relays the information over the cellu-
lar network. In practice, the relay software application can
be a malicious application which the user installed in his
mobile device. The recently announced Apple Pay [23] uses
NFC as the physical layer and hence also vulnerable to relay
attacks?.

Relay attacks can be prevented by implementing some
sort of proximity verification e.g., distance bounding. In
the following section, we give a brief overview of distance
bounding and its state-of-art designs. We briefly discuss
the pros and cons of integrating these distance bounding
implementations into contactless smart card systems.

3. DISTANCE BOUNDING
3.1 Background

The goal of a distance bounding system is that a veri-
fier establishes an upper bound on its physical distance to
a prover. Distance bounding protocols follow a specific pro-
cedure which typically includes a setup, rapid-bit exchange
and verification phase. In the setup phase, the verifier and
the prover agree or commit to specific information that will
be used in the next protocol phases. In the rapid-bit ex-
change phase, the verifier challenges the prover with a num-
ber of single-bit challenges to which the prover replies with
single-bit responses. The verifier measures the round-trip
times of these challenge-response pairs in order to estimate
its upper distance bound to the prover. The distance d be-
tween the verifier and the prover is calculated using the equa-
tion d = C'(B;t”), where c is the speed of light (3-10% m/s), 7
is the round-trip time elapsed and ¢, is the processing delay
at the prover before responding to the challenge. The verifi-
cation phase is used for confirmation and authentication. It
should be noted that depending on the protocol construction
the verification phase may not be required.

The security of distance bounding protocols is tradition-
ally evaluated by analyzing their resilience against three
types of attacks: Mafia Fraud, Distance Fraud and Terror-
ist Fraud attacks. Mafia fraud attacks are similar to relay
attacks [21]. Distance bounding protocols prevent relay at-

'In some use cases, the authentication is based on TouchID,
which has already been proven insecure [24].

tacks due to the fact that the time taken to relay the chal-
lenges and responses will only further increase the distance
bound estimate. However, it is important to keep the vari-
ance of the prover’s processing time to a minimum to ensure
high security guarantees. If the time taken by the prover
to process challenges varies significantly between challenges,
the verifier has to account for the high variance in its dis-
tance estimation. Depending on the amount of variance to
be accounted for, an attacker can reduce the distance by re-
laying communications between the prover and the verifier.

In a distance fraud attack, an untrusted prover tries to
shorten the distance measured by the verifier. Since the
round-trip time includes the processing delay, an untrusted
prover can reduce the distance measured by either sending
its replies before receiving the challenges or by computing
the responses faster. There is no external attacker involved
in this attack. In terrorist fraud attacks, an untrusted prover
collaborates with an external attacker to convince the ver-
ifier that he is closer than he really is. In this attack, the
prover aids the external attacker without revealing his long
term secret key. Recently, another type of attack on distance
bounding protocols called the distance hijacking attack was
proposed [25]. The attacker exploits an honest prover’s pres-
ence by hijacking its rapid bit-exchange phase with the ver-
ifier. A system’s resilience to distance hijacking depends on
the higher level protocol implementation and is independent
of the physical-layer.

3.2 Distance Bounding Implementations

A number of distance bounding protocols were proposed
following the work of Brands and Chaum [4]. These proto-
cols provide resilience against one or all of the above men-
tioned attacks. However, the security of these protocols was
mostly analyzed based on information theoretic proofs with-
out considering physical layer attacks. For example, a pro-
tocol is said to be resilient against distance fraud attacks
if the response bits are dependent on the challenge bits,
i.e., the prover cannot respond before actually receiving the
challenge. As described previously, a prover’s distance is
measured based on some physical layer parameter such as
received signal strength or round trip times. For example,
in time-of-flight based distance measurement systems, a 1 ns
error in estimation results in a ranging error of 15 cm. There-
fore, in practice, the security of distance bounding protocols
also depends on the actual physical layer design and imple-
mentation of the distance bounding system.

Below we summarize the existing physical layer related de-
signs available in the open literature. Initial distance bound-
ing implementations [26,27] proposed the use of both radio
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Figure 2: (a) Conventional FMICW-based radar system comprising of a chirp generator, mixer and a signal
processing block to estimate range. (b) Ranging principle: The beat frequency fa is the difference between
the instantaneous transmit frequency and the frequency of the reflected signal. This beat frequency is
proportional to the round-trip time delay 7 for the signal to be received after being reflected off the target

object.

frequency and ultrasound. The verifier that wants to se-
curely verify the location claim of a prover transmits a chal-
lenge using RF and the prover responds back using ultra-
sound. One of the main problems with these systems is that
an untrusted prover or an external attacker with a proxy
node in the verifier’s region of interest can take advantage
of this. By using radio frequency as a wormhole channel
to echo the response back to the verifier, the attacker can
reduce the round-trip-time and hence the distance estimate.
Hence, it became essential to develop new methods to reduce
the prover’s complexity and processing delay.

Ultrawide Band Distance Bounding Systems.

Hancke and Kuhn [7] introduced one of the first distance
bounding protocols suitable for computationally constrained
devices such as RFID with a specific prover design. Sub-
sequently, Hancke [16] further extended this work with a
UWB communication channel. In the proposed channel,
the verifier (here the reader) embeds the challenge bits as
ultra-wideband pulses in addition to the transmitted car-
rier signal. Since the communication link includes both the
low-frequency carrier and the ultra-wideband pulses, the
RFID tag receiver architecture complexity increases dras-
tically. Tippenhauer [14] designed and implemented a dis-
tance bounding system with focus on optimizing the rapid
bit-exchange phase. Due to the ranging precision and re-
silience to multipath effects, an impulse radio ultra-wideband
(IR-UWB) physical layer was used for communication. IR-
UWB systems communicate data using short pulses which
are typically 2 — 3 ns long. Range estimation is based on the
time elapsed between transmitting a challenge pulse and re-
ceiving a corresponding response. UWB-IR based ranging
systems provide high distance measurement precision (of the
order of few centimeters). However, the narrow IR-UWB
pulses utilize a large bandwidth (> 500 MHz) and therefore
require high sampling rate ADCs and DACs to receive and
transmit IR-UWB pulses respectively. Such high sampling
rate ADCs and DACs consume significant power (typically
around 1 — 4 W) and increase system complexity.

Fast Prover Designs.

The main focus of these designs was to minimize the pro-
cessing delay at the prover. The Challenge Reflection with
Channel Selection (CRCS) [8] scheme reduced the prover’s
processing delay to 1ns by eliminating the need for inter-

preting the challenge during the rapid-bit exchange phase.
In this implementation, the challenges are reflected back by
the prover on different frequency channels. Given that the
incoming challenge is not interpreted during the time-critical
phase, the majority of state-of-art distance bounding proto-
cols (e.g., Brands-Chaum, Hancke-Kuhn) cannot be realized
using this scheme. In addition, the lack of challenge de-
modulation made this scheme vulnerable to terrorist fraud
attacks. To solve this, Ranganathan et al. [13] proposed a
hybrid analog-digital prover design that is resilient to ter-
rorist fraud attacks with a prover processing delay of ap-
proximately 3ns. This design can be used to implement all
distance bounding protocols that follow the Hancke-Kuhn
protocol construction i.e., the response is selected from one
or more registers based on the challenge. Both works focused
on minimizing the challenge processing delay at the prover
through architectural modifications with very few details on
the physical layer characteristics of the radio frequency sig-
nal which plays a critical role in ranging precision and data
communication. In addition, the absence of challenge inter-
pretation during the rapid-bit exchange phase makes the sys-
tem vulnerable to simple response replay attacks. In order to
prevent such attacks, the prover needs to demodulate, store
and communicate the challenges back to the verifier during
the final verification phase of the protocol. This increases
the prover’s memory requirements and thus its complexity,
making it challenging to realize power-efficient, light-weight
provers. We summarize and compare the aforementioned
implementations in Table 1. Our work is motivated by the
limitations of existing distance bounding radio designs i.e.,
limited compatibility with higher level protocols, inability
to resist against strong attackers capable of early detection
and late commit (more details in Section 5), complex ver-
ifier and prover designs and in certain cases high memory
requirements. These limitations make them unsuitable for
integration with many access control and authentication ap-
plications. In this work, we fill this void by proposing a
distance bounding system, specifically designed for use in
contactless access control and authentication systems.

4. FMCW BASED DISTANCE BOUNDING
4.1 FMCW Basics

Monotone (or single frequency) radars transmit pulses of
short duration and measure distance based on the round-
trip time of the received pulse reflected off the target. Such
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Figure 3: An example signal as transmitted by the verifier (reader) and the corresponding reflected signal
from the prover (contactless card). The shown signals are for challenge bits c[n] = {1,0,1,0} and the prover’s
processing function is a simple “invert” operation. The verifier and prover synchronize to these slots using a

preamble (not shown in figure).

radars are more susceptible to channel interference. In Fre-
quency Modulated Continuous Wave (FMCW) radar [28],
chirp signals [29] are used to determine range and velocity
of a target. Figure 2(a) illustrates the basic building blocks
of a conventional FMCW radar system. The radar base sta-
tion transmits a chirp signal (s:»(t)) which gets reflected off
the target object back to the base station. The reflected
signal (srz(t)) is then mixed with the transmitted signal at
that instant to produce a “beat frequency”. The beat fre-
quency (fa) is proportional to the round-trip time (7) taken
to receive the reflected chirp signal; thus enables measure-
ment of distance d to the target object. The distance d is
measured using the equation

_C~fA-T
d_72'fbw (1)

where T is the duration of the chirp and f,, is the band-
width.

4.2 Data Modulation for Distance Bounding

Conventional radar systems do not require any kind of
data transmission. However, in distance bounding protocols,
the communicating entities (verifier and prover) exchange

challenges and responses during the rapid bit-exchange phase.

This requires data to be modulated over conventional FMCW
radar signals. In this work, we modulate the challenge and
response bits over the FMCW chirp signal using On-Off
Keying (OOK). Mathematically, the transmitted signal with
OOK modulation can be represented as

N

Z c[n] - rect(t — ntp)sia(t) (2)

n=1

where t; is the data-bit period given by % (N is the length
of the data packet to be transmitted) and c[n| represents the
payload. The distance bound is estimated similar to conven-
tional FMCW radar systems based on the “beat frequency”
fa as shown in Equation (1). We describe the system design
in more detail in the next sections.

4.3 Verifier and Prover Design

Figure 4 shows the high-level components present in our
system. We focus on the rapid-bit exchange phase since it is,
implementation- and power-wise the most demanding phase
of the protocol execution.

The verifier’s transmitter (verifier_tx) module consists of
an FMCW signal generator and an OOK modulator. The
FMCW signal generator generates a chirp signal of time du-
ration T'. The entire chirp signal is divided into slots, each
with time duration t,. The prover synchronizes to these
slots using a preamble that is transmitted by the verifier.
The verifier divides the slots into challenge and reply slots
such that every challenge slot is followed by a response slot.
During the challenge slots, the verifier modulates the chal-
lenge bits using OOK modulation and continues to transmit
the unmodulated chirp signal during the response slot (Fig-
ure 3). The response slots are used by the prover to transmit
its response back to the verifier.

When the prover receives the challenge signal s;,(t) from
the verifier, it demodulates the challenges and computes the
response using a processing function. Any processing func-
tion proposed for distance bounding in prior art can be used
here. It is important to note that the prover continues to
reflect (backscatter) back the received signal while simul-
taneously demodulating the challenges and computing its
response. The prover reflects the challenge unaltered but
modulates the output of the processing function over the
response slot. Like in conventional passive RFID tags, the
prover can simply load modulate its responses back to the
verifier. We note that the propagation delay of the response
computation path is one of the factors that determines the
slot duration .

The verifier’s receiver module receives the reflected backscat-

ter signal s,(t) that contains the reflected challenges and the
prover’s modulated responses and estimates its distance to
the prover. The verifier generates an intermediate signal
s1r(t) by mixing s;,(t) with s,(t) as shown in Figure 4 and
computes the range by analyzing the frequency components
of syr(t). In addition, the verifier demodulates and checks
the correctness of the prover’s responses. A key advantage
of our FMCW-based distance bounding is that the range is
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Figure 4: OOK-FMCW based distance bounding system architecture: The interrogating signal s,(¢) is an
OOK-FMCW transmitted by the verifier. The prover receives, demodulates the challenge and computes the
response while simultaneously reflecting the challenge signal back to the verifier. The responses are OOK
modulated in the corresponding response time slot. The received signal at the verifier is then processed for
both range estimation and verification of the prover’s response.

estimated based on a “beat frequency” generated by mix-
ing (analog) the received backscatter signal with that of the
transmitted signal. It is sufficient that the verifier’s sam-
pling rate matches the beat frequency (which is typically
tens of KHz) and not the entire sweep bandwidth; thereby
reducing the verifier’s design complexity.

S. SECURITY ANALYSIS

In this section, we analyze the security of our proposed
system against relay attacks (mafia frauds), distance and
terrorist fraud attacks.

5.1 Mafia Fraud

There are two ways in which an attacker can carry out a
mafia fraud at the physical layer: (i) Amplify and forward
(ii) Early-detect and late commit of data symbols.

Amplify and forward: In this method, the attacker simply
amplifies and relays communication between the reader and
the contactless smart card. The attacker does not modify
any physical layer characteristic of the symbol. Since the
effective distance is computed based on the round-trip time
delay, such an attack methodology would still result in the
reader estimating its true distance from the victim’s smart
card. Alternatively, in conventional FMCW radar systems,
an attacker can take advantage of the maximum unambigu-
ous range parameter i.e., the largest value of distance d that
can be measured unambiguously. In a FMCW radar, this
is dependent on the time duration T of the chirp signal and
is given by dmaz = ¢IT'. An attacker can simply delay the
backscatter response by more than the time duration 7" of
the chirp signal and cause the system to estimate an am-
biguous distance. However, in our design, since the FMCW
chirp signal also contains OOK modulated challenges and
responses, any ambiguity in the distance estimates will be
detected.

Early-detect and late-commit: Clulow et al. [5] introduced
the early-detect and late-commit attacks where a successful
attacker early detects (ED) the symbols from the verifier and
late commits (LC) those signals from the prover back to the
verifier. The feasibility of ED and LC attacks on RFID was
demonstrated in [30]. Here, we analyze the resilience of our

proposed system against ED and LC attacks. In order to
successfully execute the attack, the attacker must do the
following: (i) early-detect the challenge from the reader, (ii)
communicate/forward it to the contactless smart card, (iii)
early-detect the response from the smart card and finally (iv)
late commit a value back to the reader. For the analysis, lets
consider one challenge and response slot. Assuming that the
reader requires at least 50%?2 of the symbol to demodulate
correctly, an attacker has ¢, + 0.5t, time to respond. Within
this time, the attacker must perform the above mentioned
operations. If t.q is the time necessary for the attacker to
reliably early-detect the challenge from the reader and the
response from the victim’s smart card, tn. is the delay at
the attacker hardware for amplifying and relaying, the time
remaining for the attacker to relay communications is given
by,

tmafia = 15tb - Qted — thw

®3)

Since the contactless smart card is trusted (i.e., not tam-
pered with), the response will be available only after the
challenge slot time period i.e., tp. Therefore,

tmafia = 0.5tp — 2ted — thw

(4)
Hence the maximum distance an attacker can cheat on
can be expressed as,

dgain = g 0.5ty — 2teq — tha) (5)

It is important to note that Equation (5) holds good even
in the scenario where an external attacker (in close proxim-
ity to the verifier) reflects the challenge signal back to the
reader resulting in a beat frequency corresponding to the at-
tacker’s distance from the reader. However, for a successful
attack, the attacker still has to modulate the response af-

ter the challenge slot period ¢,. This time constraint forces

2This can vary depending on the type of receiver used to
demodulate data. Hence we assume an energy detection
based demodulator at the verifier with the threshold set to
half the maximum symbol energy.
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Figure 5: Maximum distance an attacker can cheat
by performing an early-detect and late-commit at-
tack on the physical layer of the symbol.

the attacker to early detect, relay and late commit the chal-
lenge and response bits as described previously and hence
the maximum distance gained remains unchanged.

The values for teq and tp, depend on various characteris-
tics of the attacker hardware (e.g., filter order, ADC delays,
signal group delay, algorithm used to early-detect etc.) and
tp is selected based on the delay of the challenge processing
function at the contactless smart card token. For example,
a processing delay of 25ns at the contactless smart card
(Section 6.3) allows the ¢, to be chosen at 50ns. Assuming
that the attacker is capable of detecting the symbol within
tea = 10ns and has ideal hardware (¢p., = 0), it is impossi-
ble to reduce the distance by more than 1 m in our system.
In Figure 5, we give an intuition by substituting nominal
values for teq and thaw-

5.2 Distance and Terrorist Frauds

In a distance fraud, an untrusted prover claims to be at a
distance closer than the actual one. In conventional secure
ranging systems, an untrusted prover can shorten the mea-
sured distance either by modifying its internal processing
delay time (e.g., using improved hardware) or by replying
before receiving the complete challenge signal (e.g., early de-
tect and late commit attack). In our system, the dishonest
prover does not gain any distance advantage by speeding up
response computation as distance is estimated solely based
on the beat frequency created by mixing the reflected signal
with the transmitted FMCW signal. The slot assignment
to challenge and response bits forces the prover to wait un-
til the challenge is reflected before modulating the response
on the response slot. Early modulation would corrupt the
challenge signal thereby being detected at the verifier during
the response validation phase. Also, the prover does not gain
any distance by executing such an early response attack as
the distance estimation based on FMCW is decoupled from
the data response at the prover.

In terrorist fraud attacks, an untrusted prover collaborates
with an external attacker (without revealing his long term
secret) to convince the verifier that he is closer than he re-
ally is. Terrorist fraud resilient protocols [9,17,18] bind the
prover’s long term secret to the nonces that are exchanged
in the protocol thereby preventing the prover from reveal-
ing the nonces to the attacker. Since our proposed system
is independent of the high-level protocol, the system secu-
rity depends on the distance bounding protocol implemented
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Figure 6: Measurement precision: The mean er-
ror in distance estimation against bandwidth of the
FMCW signal for various slot durations ¢,. The SNR
was fixed at 15dB and the error is a mean value ob-
tained by measuring 100 different distances within
the possible maximum measurable distance.

above the physical layer.

6. SYSTEM EVALUATION

In this section, we evaluate our proposed distance bound-
ing system using both simulations and experiments. Through
simulations, we analyze the bit error rate and ranging preci-
sion due to the on-off keying over FMCW. Then, we experi-
mentally validate our prover’s processing delay and ranging
precision using a prototype.

6.1 Simulation Model and Analysis

The preliminary analysis through simulations were done
using Matlab. The OOK-FMCW signal is generated by mix-
ing a binary data signal with a chirp. The duration of a
single chirp (7") was fixed at 10 pus with the initial sweep
frequency fo set to 2.4 GHz. The physical layer parameters
such as the chirp bandwidth fu,, and bit-period (duration
of each slot) ¢, is made configurable based on the analysis
performed. The generated OOK signal is passed through an
additive white Gaussian noise (AWGN) channel. The signal
to noise ratio (SNR) of the channel is varied depending on
the analysis performed. We model the receiver as two sub-
modules: (i) Energy detector for demodulating data sent
over OOK-FMCW and (ii) FMCW-based distance measure-
ment module. For the energy detection, the threshold value
to distinguish the bits ‘0’s and ‘1’s is set at a value 6dB
lower than the maximum energy estimated for a ‘1’ bit un-
der no noise conditions. The signal processing for distance
estimation is implemented following the theory described in
Section 4.1.

BER and Ranging Precision: First, we determine the
minimum SNR required to reliably communicate data i.e.,
challenges and responses with the proposed physical layer
scheme. In our simulations we vary the SNR from 0-10dB
keeping the slot length ¢, = 100 ns a constant. It is observed
that for SNR greater than 8 dB, we were able to demodulate
the bits with a BER of 1077. Next, we analyze the effect on
ranging precision due to the OOK modulation over conven-
tional FMCW radar. In addition to T, SNR is set to a con-
stant 15dB. For a specific tp, the error in distance measured
is determined for various values of fy,,. The error is a mean



value obtained by measuring 100 different distances within
the possible maximum measurable distance dy,qq- The sim-
ulations are repeated for ¢, = {100ns,200ns,500ns} and
the results are shown in Figure 6. It is observed that the
challenge slot period ¢, has limited effect on the distance
measurement precision for signals with bandwidth greater
than 50 MHz. We note that, even at lower bandwidths, the
observed precision would still be suitable for a variety of
ranging applications. Alternatively, we could use amplitude
shift keying e.g., a signal with low amplitude can represent
a ’0’ bit as against absence of the signal itself (as in OOK).
We use the above results of our preliminary simulations to
build and evaluate our prover through real experiments.

6.2 Experimental Setup

Our experiments primarily focuses on the two critical pa-
rameters of any distance bounding system: (i) Challenge
processing delay and (ii) Ranging precision. A picture of
our experimental setup is shown in Figure 7. The transmit-
ter consists of an arbitrary waveform generator (AWG), a
20 dB radio frequency amplifier and a directional planar an-
tenna. The OOK-FMCW signals are generated using Mat-
lab as described in Section 6.1 and loaded into the AWG.
The OOK-FMCW signals are amplified and transmitted us-
ing a planar antenna. At the receiver, the signals are cap-
tured using a planar antenna similar to the one used at the
transmitter. The received signal is recorded on a digital
storage oscilloscope. In addition, the received signal is input
to the challenge demodulator circuit [31] which essentially
is a Schottky RF peak detector with programmable gain
and a high speed comparator with a built-in inverted out-
put circuitry. The output of the demodulator circuit is also
observed on the oscilloscope. We evaluate our system for
different configurations of OOK-FMCW signals with the ini-
tial sweep frequency fo set to 2.4 GHz. We vary the FMCW
signal’s sweep bandwidth fi, (100,200 MHz), the slot pe-
riod ¢, (100, 250ns) and the modulation index (75, 100 %).
The energy detector consumed 2-3 mA current with a volt-
age bias of 3V (6-9mW power). The power consumption
can further be reduced to hundreds of microwatts by using a
slower detector and phase modulation for the card responses
to prevent ED and LC attacks. We note that in our experi-
mental setup, the oscilloscope just emulates the reader and
our system does not require high sampling rates at the card
(backscatters the challenges and responses) or the reader.

6.3 Experimental Results

Challenge Processing Delay t,: The challenge processing
delay t, plays an important role in deciding the duration
of the challenge and response slots t,. In our experimental
setup, tp is the time delay for the energy detector to demod-
ulate the received OOK-FMCW challenge signal and invert
the challenge signal. For accurate time delay measurements,
the signals are pre-processed by applying Hilbert transform
and passing it through a median filter (to preserve the rising
and falling edges while reducing noise). Figure 8(a) shows
the response times observed at the receiver over a number of
trials. The processing delay was measured with the receiver
placed at 1 and 4 m away from the transmitter. The medial
delay observed was about 19.5ns and remained largely un-
affected by the distance from the transmitter. Hence, the
value of ¢, can be further reduced to about 50 ns (including
fall-time) without affecting the decoding of challenge bits.

Figure 7: An arbitrary waveform generator (1) out-
puts the OOK-FMCW samples. The signal is am-
plified (2) and a part of it is transmitted using a pla-
nar antenna (3) and the other recorded for distance
estimation using a storage oscilloscope (4). The re-
ceived signal (5) is input to the OOK detection and
inverter circuit (6) and to the storage oscilloscope.

Additionally, it is observed that the ¢, values show greater
variance with distance due to the variations in the received
signal’s energy between trials.

Ranging Precision: In order to evaluate the ranging pre-
cision, we placed the receiver at distances 2, 3 and 4 m from
the transmitter. The distance bound is calculated using
standard FMCW techniques as described in Section 4.1 and
the results are plotted in Figure 8(b). It can be observed that
our prototype has a ranging precision of less than a meter
for the evaluated short distances. A combination of factors
such as range resolution dR (and hence signal bandwidth),
channel multipaths and receiver sensitivity affect the preci-
sion of a ranging system. Other physical characteristics of
the OOK-FMCW signal such as modulation index, bit (slot)
period ¢, and duration of chirp T" had no effect on the pre-
cision of the ranging system. As with any wireless commu-
nication system, multipath and other channel interferences
are additional factors that affect system performance. The
robustness of FMCW to multipath interferences have been
evaluated in [32]. The results illustrate that for an allowed
ISM bandwidth of 80 MHz, the ranging uncertainty in a se-
vere multipath environment was around 1m and improved
with higher sweep bandwidth.

7. DISCUSSION

In this section, we discuss how the proposed FMCW-based
distance bounding system can be integrated into state-of-art
contactless smart cards to enable secure proximity verifi-
cation. In addition, we briefly describe alternative design
choices for the prover and the verifier in-order to improve
their robustness to attacks.

Modifications to modern contactless smart cards: The backscat-

ter communication capability of modern contactless cards
can directly be used to load modulate and reflect back the
challenge and response. The only addition would be to incor-
porate the challenge detection and response computing func-
tion which can be as simple as a NOT or an XOR operation.
There are already several commercially available radio fre-
quency energy detectors [31,33] with integrated comparators
and amplifiers. In addition, the response time of these de-
tectors are well under 100 ns and consume less than 3 mA of
current. For example, the LTC5536 energy detector used in
our experiments (Section 6.2) responds within 25ns and can
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less than a meter.

be easily integrated into can be integrated into modern con-
tactless smart cards for an additional power consumption of
less than 10 mW. Our design can be implemented in passive
and semi-passive tags (e.g., [34-37]) operating in the ISM
2.4 GHz and 5.8 GHz bands using 80 MHz and 150 MHz>
bandwidth respectively to achieve high distance precision.
Since our system targets short-range distance measurement
applications (less than 5m), the use of 6 — 8.5 GHz spec-
trum [38] is also possible.

Alternate design choices: The resilience of the proposed
FMCW-based distance bounding system to ED and LC at-
tacks can be improved in the following ways: (i) Frequency
analysis of the backscatter signal at the verifier and (ii) phase
modulation of responses at the prover. The linearly increas-
ing frequency characteristic of the chirp signal makes it feasi-
ble to detect mafia fraud attacks by analyzing the frequency
components at specific time intervals. This temporal knowl-
edge of the signal enables us to assign every challenge and
response to one or more frequency bins. Each frequency
bin contains spectral energy values for a range of contigu-
ous frequencies. Specifically, it is possible to estimate the
range of frequencies a particular challenge or response bit
will occupy given a slot period ¢, starting sweep frequency
fo and chirp duration 7. A late commit attack would result
in incorrect bin values appearing consistently throughout
the chirp sweep bandwidth and hence can be used in detec-
tion. Another way to protect against ED and LC attack is
by using phase modulation at the prover to communicate
back the responses. It is widely known that a phase modu-
lation receiver hardware is more complex than amplitude or
frequency modulation receivers. Since, we use phase mod-
ulation only to transmit back the response, the hardware
complexity of our proposed prover design does not increase
significantly. Moreover, the ISO 14443 [15] standard for con-
tactless smart cards allow BPSK modulation of a tag’s re-
sponses. Unlike in amplitude or frequency shift keying tech-
niques, it is difficult to predict the phase information of a
received symbol before receiving it. Therefore, ED and LC
attacks can be eliminated by modulating the challenges us-
ing OOK and the responses using phase.

3In theory, 80 MHz gives distance resolution of 1.87 m, 150
MHz of 99 cm

8. CONCLUSION

In this work, we proposed a novel distance bounding sys-
tem designed specifically for enabling secure proximity veri-
fication for contactless access control and authentication ap-
plications. Our system uses FMCW for distance measure-
ment, on-off keying for data communication and backscat-
ter property for realizing passive and semi-passive payment
cards. We showed that our system is secure against various
distance modification attacks and experimentally validated
its performance.
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