W-SPS: Designing a Wide-Area Secure Positioning System

Abstract—Motivated by the security and functional limita-
tions of satellite positioning systems, we explore a design of
a Wide-Area Secure Positioning System. The main goals of
this system are strong spoofing resilience, location verification,
and privacy. We propose a realization of a Wide-Area Secure
Positioning System and show that this solution is viable and
can fulfill our defined security goals. Specifically, our system
is composed of a secure positioning infrastructure to obtain
reliable location information of an entity and a location
verification architecture that allows others to be convinced of
certain location properties of such an entity. The proposed
system enables the verification of location claims in a privacy-
preserving manner, thus enhancing existing security solutions
and supporting future location-based applications.

I. INTRODUCTION

Satellite navigation systems [1]-[3] have been exception-
ally successful and are used today in numerous applications.
In addition to vehicle navigation, these systems are used for
synchronization of devices in distributed infrastructures [4],
[5], tracking of people and valuables [6], toll collection [7],
navigation of drones, etc. Therefore, security and safety
critical applications are increasingly relying on satellite
positioning systems to provide trustworthy input. With the
expected wider deployment of autonomous systems such as
self-driving vehicles [8], drones [9] and more generally of
cyber-physical systems [10] and Internet of Things [11], the
reliance on location and time information will only increase.

Recent practical spoofing attacks [12]-[16], fueled by
the increasing availability of satellite signal generators!
demonstrate that these systems currently do not provide
strong security guarantees. Years of research into securing
these systems further show that there are no simple fixes
to this problem and systems remain vulnerable to dedicated
adversaries. This is a fundamental limitation of the design of
satellite positioning systems that cannot be fixed by a simple
upgrade. Reliance on broadcast communication allows these
systems to scale; however, they are inherently vulnerable
to spoofing by attackers that control the communication
channel and are capable of delaying, relaying, or generating
navigation messages [17], [18]. This problem persists even
if navigation messages are cryptographically protected.

Beside the inability to fully counter spoofing attacks,
satellite positioning systems have another limitation — the
infrastructure cannot verify the (claimed) location of a

IGPS signal generators with advanced features such as record and replay,
generating signals for a static location and time or for a dynamic route are
available for under $7000. Home-brew spoofers can be realized based on
software-defined radio platforms that cost less than $1500.

device since it is the device that, based on the received
signals, computes its location. The ability to verify claimed
locations of devices is clearly relevant in all scenarios
where location is used in decision-making and where entities
cannot be trusted to report correct locations. Examples of
research proposals and real-world deployments that rely
on location verification are numerous and include tracking
of untrusted entities (e.g., offender ankle bracelets) [19],
location-based access to services [20], confinement of traffic
within a particular geographic area, etc. The distance of
the satellites results in weak signals on the ground, making
satellite positioning systems vulnerable to jamming [21] and
spoofing attacks. It also limits the use of such systems in
indoor environments. Legacy navigation systems (such as
LORAN [22]) that were used prior to the deployment of
satellite systems equally rely on broadcasts from ground sta-
tions and thus suffer from a number of the same limitations
as satellite positioning systems?.

We argue that the limitations of the existing positioning
systems call for the development of a new, wide-area secure
positioning system that provides security and functional
guarantees that they lack, namely, strong spoofing resilience
and location verification. This new system not only needs to
provide an enhanced way by which positions are measured
and calculated in order to counter (largely physical-layer)
attacks, it also needs new global components that allow
remote entities to encode and verify each others’ locations.

In this work, we propose such a system that we call
Wide-Area Secure Positioning System (W-SPS). Our system
combines two main components (i) the Secure Positioning
Infrastructure, which issues verifiable location statements,
and (ii) the global Location Name Service, which enables
entities to map locations to labels and verify location state-
ments corresponding to those labels. The Secure Positioning
Infrastructure (SPI) primarily consists of stations, deployed
within the target coverage area (city, country), that are used
to calculate verifiable device locations. Unlike satellite posi-
tioning systems, different SPIs (covering distinct or overlap-
ping areas) can be developed and deployed independently,
be controlled by local authorities (e.g., countries), and issue
location statements that are globally verifiable and pertain to
the area that they control’. For example, a Norwegian SPI

2Even if LORAN was largely decommissioned over the last decades,
there is recently a renewed interest in its use in scenarios where satellite
systems are subject to jamming attacks [21].

3In recent years, several countries, including France, Japan, and India,
are investing in regional navigation satellite systems.



can issue a signed statement that a specific device has proven
to be in the vicinity of Kirsten Flagstads Plass 1, 0150 Oslo,
Norway on Jan 2, 2014 at 14.15h; such statements can be
issued at different levels of time and location granularities
and be bound to different device identifiers. Statements from
local SPIs can only be meaningful if the locations contained
in their statements are geographical coordinates or can be
mapped to geographical coordinates by the verifiers. Public
government databases can be trusted to map administrative
divisions to geographic coordinates, but do not map user-
generated labels (e.g., businesses) to coordinates. A Location
Name Service (LNS) fills this gap and provides a way for the
users to obtain a trusted mapping between common names
(e.g., “Universitetet i Oslo”) and geographic coordinates.

There are many possible realizations of a Wide-Area
Secure Positioning System providing different security and
privacy guarantees. Realizations of W-SPS based on existing
systems such as cellular positioning and online maps [23],
[24] could increase the difficulty of an attack, but would still
be ineffective against dedicated adversaries. We therefore
propose a realization of a W-SPS that is spoofing resilient,
supports location verification and remote verification of
location statements. The main component of our system is
a new Location Name Service, which provides trustworthy
mappings between labels and their associated locations,
and a set of associated protocols which allow devices to
prove their locations to third parties in a privacy-preserving
manner. Our Secure Positioning Infrastructure builds on
previously proposed location verification protocols using
distance bounding, and therefore allow a set of infrastructure
nodes to verify location claims of devices (i.e., perform
location verification). Here we show that such location
verification protocols can be deployed in wide-areas and we
discuss challenges related to this deployment.

In summary, we make the following contributions. (i) We
argue the need for a novel, wide-area secure positioning
system. (ii) We define the main functions of this new system
and propose the components that implement these functions.
(iii) We propose and evaluate a concrete realization of a
wide-area secure positioning system.

We see this work as a first step towards opening a
discussion about the design of a new secure positioning
system, properties that it should have and applications that
it should support.

II. BACKGROUND AND PROBLEM STATEMENT

In this section we review the security of existing posi-
tioning systems and motivate the need for a new secure
positioning and location verification system.

A. Security of Positioning Systems

Positioning services are typically used for navigation and
tracking. In a navigation scenario, an infrastructure (e.g.,
GPS) typically broadcasts signals that a device uses to

compute its location. In a tracking scenario, it is often the
device that transmits beacon messages to allow the infras-
tructure to compute its location e.g., using Time-Difference-
of-Arrival (TDoA) [25]. In non-adversarial settings, systems
used for navigation can be used for tracking since we can
trust the device to report the true calculated location to the
infrastructure. Equally, if we know that the positioning is
not influenced (i.e., spoofed) by the attacker, we can trust
that the position that is computed by the infrastructure or by
the device is actually correct (within a positioning error).

In adversarial settings, however, these assumptions are no
longer valid. Navigation systems, such as GPS, operate by
broadcasting signals from the satellites. It is the differences
of the times of arrival of the signals from different satellites
at the receiver that actually determine the position that the
receiver calculates. An attacker that is able to change the
arrival times of the signals at the receiver can therefore
modify (spoof) the calculated position. Such attacks have
been shown to be feasible both in theory and practice [12]—
[16]. Terrestrial navigation systems such as LORAN-C,
DELTA and OMEGA [26] have similar drawbacks. TDoA-
based tracking systems are also vulnerable to spoofing by
attackers capable of selectively delaying signals from the
devices to the infrastructure. Spoofing detection mechanisms
can be built by leveraging redundant positioning systems,
such as inertial navigation systems, the use of online maps,
WiFi, cellular networks and GPS [27]. These approaches are,
however, application-specific, require calibration and need
to account for WiFi and cellular network spoofing [28]. A
number of works have studied how to increase spoofing
resilience of GPS receivers, leveraging spatial diversity,
noise level detection, presence of vestigial signal, and en-
abling integrity through delayed key disclosure [29]-[33].
However, although these approaches increase resilience to
spoofing, they fail to prevent it in all contexts. Spoofing
remains especially difficult to prevent if the attacker is in the
close proximity of the victim device. Deployed positioning
systems therefore do not provide strong spoofing resilience.

If the localized device is untrusted, it cannot be trusted
with reporting a correct location. In the case of GPS, a device
can simply report an incorrect location. This problem cannot
be solved by the deployment of trusted computing since
the attacker can spoof the signals that are received by the
trusted module and therefore spoof the calculated location.
In the case of TDoA-based tracking systems, an attacker can
use directional transmissions to selectively deliver signals
to infrastructure nodes, effectively cheating on its own
position [34].

As a response to these limitations, a number of new
positioning systems have been proposed [18], [35]-[38].
Verifiable multilateration [18] provides provable protection
against spoofing attacks, and supports location verification. It
relies on distance bounding radios, for which research and
commercial prototypes have started to emerge [39], [40].



Given the properties that it provides, we evaluate the use
of verifiable multilateration for location verification in our
Secure Positioning Infrastructure (Section IV).

B. Problem Statement

We motivate the need for a new secure positioning system
through an abstract example. In our example, two parties
communicate online, and prior to starting the communication
they want to prove to each other that the communication
will take place from within approved locations. During this
process, they want to preserve the privacy of their exact
locations. For example, the verifier wants to establish that
he is talking with an employee (the prover) of a certain
company only while he is at the company premises. The
company can have offices globally and the prover wants to
convince the verifier that he is in one of those offices without
disclosing in which one.

Supporting this verification requires several functions to
be in place. This includes (i) a (secure) mechanism to
compute the prover’s location, (ii) the ability to issue and
verify global location statements bound to an identity and
(iii) a trusted public database that contains the locations of
the company offices.

We note that in this example, the complexity of the
verification and of the trust assumptions that need to be made
stems from the fact that the list of locations of company
offices is not common public knowledge and thus requires
both certification and verification. If, for example, the prover
wanted to convince the verifier that it is in a particular
city (e.g., Oslo, Norway), it is sufficient for the secure
positioning infrastructure of Oslo to verify the prover’s
location and issue a signed statement indicating that the
prover is indeed in Oslo. This example shows how location
verification for common administrative and geographical
labels (“Oslo”) differs from the verification process that is
required for user-generated location labels (“Company”).

An example of a concrete use of secure location verifi-
cation is online banking. Here, the bank client (the verifier)
wishes to be certain, before it performs any transactions,
that it is communicating with the bank servers (the prover)
that are located at “proper” locations (e.g., in his country of
residence). Another example is the one of modern drones or
quadcopters which are gaining popularity [9]. If drones are
compromised (e.g., due to a software vulnerability), they
might change course or perform unexpected maneuvering.
Being able to verify their locations will provide another
way of detecting anomalous behavior and thus detecting
their compromise. In this example, however, privacy issues
might be secondary. These examples are only representative
of a number of current and future scenarios where location
verification can support security functions. Motivated by
them, we state our problem as follows.

Problem Statement. We consider a prover whose goal is
to convince a remote verifier of its presence at one of many

locations from a given location set. Our goal is to design
a W-SPS that enables this verification and provides the
following main guarantees.

e Positioning Security. Positioning must be spoofing-
resilient.

o Verification Security. The prover must not be able to
prove that it is present at one of the locations from the
set unless it is really located at one of those locations.

e Privacy of the prover’s identity. The prover needs to be
able to preserve the privacy of its identity with respect
to the W-SPS.

e Privacy of the prover’s location. The prover needs to be
able to preserve the privacy of its location with respect
to the verifier and even with respect to the parts of the
W-SPS infrastructure in that it can choose to disclose its
location with some degree of certainty and granularity.

Here, when analyzing spoofing resilience, we consider an
external attacker whose aim is to influence the location
computation process. When analyzing location verification,
we further assume that the prover is untrusted and has
an incentive to violate this security property to deceive
the verifier about its location. When analyzing privacy, we
assume that the verifier wants to violate the prover’s privacy
by learning its location. We finally assume that the W-SPS is
honest-but-curious both about prover’s location and identity.
We explicitly exclude denial-of-service attacks.

III. SOLUTION OVERVIEW

Our W-SPS is designed to be deployed over a wide
geographical region that is divided into multiple admin-
istrative domains (AD). Administrative domains could be
standardized, e.g., using ISO-3166 [41]. Furthermore, a user
could define his own domain, referred to as a user-defined
domain that spans multiple non-contiguous regions across
different administrative domains. For example, a multina-
tional corporation (the user in this case) may define its
own domain that corresponds to its office locations across
different countries (the ADs).

Our W-SPS relies on two components: a secure position-
ing infrastructure (SPI) and a location name service (LNS).
Each administrative domain can have its own independent
SPI that provides secure positioning services within each
domain. For example, an SPI could be maintained by a local
government or a telecommunication provider in the country
(an AD in this case).

The SPI consists of multiple wireless base stations in-
stalled across an administrative domain. A prover requests
the SPI to compute its location and issue a signed location
statement. This statement contains the prover’s identity and
location information at a given time. For example, a signed
location statement could contain information in different
granularities, e.g., the country, city, or even geometric coor-
dinates of the prover.
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Figure 1. System overview. The location name service stores a database mapping a location label to a set of locations during a registration process, which
is later provided to the verifier on request. The prover and the secure positioning infrastructure perform secure positioning, after which the infrastructure
issues a signed location statement to the prover. The prover uses the location statement to prove its presence in one of the associated locations the verifier
downloads from the location name service. A CA is optionally involved to certify an identity during the location mapping registration process if it is

included in the label.

In order to support privacy-preserving location statements
across different administrative domains, we propose the
use of a location name service. The LNS is a trusted
store containing signed entries that map user-defined labels
(referred to as location labels to their corresponding sets
of locations). The locations are defined by SPIs under
one or more administrative domains, e.g., as defined in
ISO-3166. The entries are added via a registration process.
The signature of each entry is generated during this process
by the registrant, and is used during the location verification
process. The entry also contains the public key used to
verify its signature. The LNS allows user to create custom
anonymity sets beyond administrative borders and use them
for privacy-preserving location verification.

Verifying the Prover’s Location. We now provide a high-
level description how W-SPS is used for location verifi-
cation, shown in Figure 1. Note that all communication
channels are assumed to be secure, i.e., confidential and
authentic. We assume that the location name service already
contains the mapping required for the location verification
process, which consists of the following steps.

1) The secure positioning infrastructure localizes the
prover using verifiable multilateration and distance
bounding. Details of this process and its real-world
feasibility are explored in Section IV. After obtaining
the prover’s location, the infrastructure issues a signed
location statement that contains the prover’s identity,
location information, and a timestamp.

2) The verifier obtains the location label that is to be
used to verify the prover’s location. This can either be
obtained from the prover or known beforehand. First,
the verifier queries the LNS with this location label
to obtain the corresponding entry. Then, the verifier

ascertains that the public key contained in the entry
belongs to an entity that it trusts. Finally, it verifies
the signature in the entry before accepting it.

3) The prover uses the signed location statement to
convince the verifier that it is present at one of the
locations associated with its location label.

In the following sections, we discuss the secure position-
ing infrastructure and the protocols used by the prover and
verifier to achieve privacy-preserving location verification in
detail.

IV. SECURE POSITIONING INFRASTRUCTURE (SPI)

The secure positioning infrastructure (SPI) is responsible
for issuing a location statement containing a prover’s loca-
tion that can be globally verified. In order to accomplish
this task, the SPI needs to compute or verify the prover’s
location securely. Specifically, an attacker (e.g., an external
MiTM attacker or a malicious prover itself) should not be
able to influence the position computed by the SPI either
by delaying, relaying, replaying or generating messages. As
described in Section II, existing positioning and ranging
techniques are vulnerable to such attacks. This motivates
the need to design and implement a novel positioning
infrastructure. In this section, we describe the design of such
an infrastructure which we refer to as the Secure Positioning
Infrastructure and discuss its design choices.

A. Overview

Our SPI consists of base stations capable of executing
distance bounding protocols with a prover whose location
needs to be securely determined and verified. These base
stations are deployed across a wide geographic area of
interest at various altitudes from the ground level as shown in
Figure 2. For example, they can be fixed on top of buildings,
similar to cellular network base stations, or at the ground



Figure 2. Example deployment of base stations in a typical urban environment showing deployment over roof tops as well as ground-level. Three different
scenarios where the prover is in the coverage region of one, three and four base stations is illustrated.

level, similar to wireless access points. Optionally, for better
precision and stronger security guarantees, some of the base
stations can be mobile.

In order to securely compute the position of the prover,
a set of base stations execute distance bounding protocols
with the prover to estimate their mutual distances. Based
on these estimated distances, the SPI derives the prover’s
position using verifiable multilateration and issues a location
statement that can be globally verified (details in Section V).
For certain applications, it might be sufficient to position the
prover with coarse granularity (e.g., city or district). In such
scenarios, the prover can simply execute distance bounding
protocol with one of the base stations. Since distance bound-
ing inherently confirms proximity, the infrastructure can then
issue a location statement indicating the prover’s proximity
to that specific base station (Figure 2).

In this section, we briefly describe the concepts of distance
bounding and verifiable multilateration and how we use them
to realize our secure positioning infrastructure. In addition,
we explain our choice of physical layer and evaluate its
feasibility of deployment in typical urban environment.

B. Distance Bounding and Verifiable Multilateration

Distance bounding protocols were first introduced for
wired systems by Brands and Chaum [42]. The goal of
distance bounding is that a verifier establishes an upper
bound on its physical distance to a prover, i.e., an external
attacker or a malicious prover cannot claim to be closer
to the verifier than its actual distance. Distance bound-
ing protocols [36], [43]-[50] follow a specific procedure
which typically includes a set-up, rapid bit exchange and
verification phase. In the set-up phase, the verifier and the
prover agree or commit to specific information that will be
used in the next protocol phases. In the rapid bit exchange
phase, the verifier challenges the prover with a number of
single-bit challenges to which the prover replies with single-

bit responses. The verifier measures the round-trip times
of these challenge-response pairs in order to estimate its
distance to the prover. The distance d between the verifier
and the prover is calculated using the equation d = Lz_t”),
where c is the speed of light (3-10% m/s), 7 is the measured
round-trip time and ¢, is the processing delay at the prover
before responding to the challenge. The verification phase
is used for confirmation and authentication.

Verifiable multilateration [18] leverages both multilatera-
tion and distance bounding to securely (verify) compute the
prover’s (claimed) position within a region encompassed by
a set of reference nodes. Verifiable multilateration can be
explained in the following steps:

1) Three (or more) verifiers form a verification triangle

(polygon).

2) Each of the verifiers estimate its distance to the prover
using distance bounding.

3) Based on multilateration technique, the verifiers then
compute the prover’s location.

4) If the computed location is within the verification
triangle (polygon), one can conclude that the prover’s
claimed location is correct.

For example, consider the prover within the coverage area
of three base stations (Figure 2). In order to be spoofed or to
claim a false position within the verification triangle formed
by the base stations, the attacker needs to reduce the distance
to at least one of the base stations. This is not possible
since distance reduction attacks are inherently prevented by
distance bounding.

C. Deployment Feasibility

Choice of Physical Layer: In distance bounding, the
precision of the measured distance depends on the accuracy
with which the round trip time is estimated. For example,
a 1 pus error in estimation results in a distance measurement
error of 300m. Accurate measurement of arrival time is



dependent on the physical properties of the transmitted in-
formation (e.g., symbol duration, type of modulation scheme
used). In addition, the success of distance reduction attacks
such as early-detect and late-commit [51], [52] depend on
the physical-layer characteristics. Thus, the physical layer
plays an important role in the security and performance of
the system.

As explained in Section II, ranging systems based on re-
ceived signal strength and ultrasound are inherently insecure.
For example, an attacker can fake the signal strength in
an RSS-based distance measurement system. Similarly, in
an ultrasonic ranging system, an attacker can gain advan-
tage by relaying messages over the faster radio frequency
channel [53]. In addition, the precision of a ranging system
depends on the bandwidth of the signal used for ranging.
The higher the bandwidth, the better is the precision. For
short and medium-distance precision ranging and localiza-
tion, ultra-wide band (UWB) and chirp spread spectrum
(CSS) are commonly-used techniques and are standardized
in IEEE 802.15.4a [54] and ISO/IEC 24730-5 [55]. Distance
ranging with CSS-based systems relies on time-of-flight
(TOF) measurements obtained by accurate time-of-arrival
(TOA) estimation of chirp signals. Chirps are sinusoidal
signals whose frequency varies with time. Chirp signals [56]
have been extensively used in radar and sonar systems [57],
[58]. Although the properties of CSS [56], [59] allow low-
complexity and low-power implementations of both the
transmitter and receiver on a single integrated hardware [60],
their existing implementations are vulnerable to physical
layer attacks [61].

Ultrawideband impulse radio (UWB-IR) ranging systems
use extremely short pulses which are typically 2 — 3ns
long. Range estimation is based on the time elapsed between
transmitting a challenge pulse and receiving a corresponding
response. Due to the use of extremely short pulses (i.e.,
large signal bandwidth), IR-UWB ranging systems have high
precision (within a few centimeters) and are resilient to mul-
tipath effects that are predominant in an urban environment.
The security properties of UWB-IR based ranging systems
have been thoroughly analyzed in [62], [63].

In summary, the ranging resolution, reliability and ro-
bustness to multipath channel effects make UWB-IR and
CSS favorable candidates for the physical layer. In addition,
the increasing number of commercially available ranging
systems [64]-[67] helps in evaluating their security and
performance in a typical urban environment.

Communication Range: The communication range de-
pends on the choice of physical layer, receiver sensitivities,
transmission power and signal path loss*. Figure 3 shows
the simulated path loss in both free space (line-of-sight)
and log-normal fading models for an UWB signal centered

4The loss in signal strength experienced by the signal as it propagates
through the environment.
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Figure 3. Simulated path loss based on both the free space propagation
model and the log normal fading model. It is observed that the signal
strength attenuated to about 100 dBm at a distance of 200 m.

at 5 GHz. The log-normal fading model is an extension
of the free space propagation model but also takes into
account the slow and fast fading effects due to multipath
components. We observe that at a distance of 200m the
signal is attenuated by at least 100 dBm. Existing com-
mercial UWB-IR ranging systems [64]-[67] are capable of
receiving signals with power levels up to —110 dBm. Thus
we can safely assume a communication range of ~ 200m
(assuming FCC’s maximum specified power limit of 0 dBm
for UWB [54]) for a base station. We note that the above
estimated range is limited due to the FCC limits and can
be further improved by increasing the transmission power
levels and the base station receiver sensitivities.

Coverage: Based on the calculated communication
range, we now determine the number of base stations
required to realize our secure positioning infrastructure over
a wide area. The number of base stations depends on the
granularity required by specific applications. For example,
it might be sufficient to estimate a location with coarse
granularity (e.g., city or a zone in a city) for certain
applications while others might require more precise position
estimates. For coarse-grained position estimates, the prover
needs to be within the coverage area of just one or two base
stations. Thus, for such applications, it is sufficient to have
a base station every 400 m (assuming a base station range
of 200m). For higher precision positioning estimates, the
prover needs to be within the coverage area of four or more
base stations (Figure 2). The intuitive way is to position the
base stations at the vertex of an inverted triangular pyramid,
as shown in Figure 4. Note that each of the base stations
must be at most R units away from each other, where R
is the base station communication range that restricts the
maximum height of the pyramid. The maximum height of
the pyramid should not exceed ‘@'R for total coverage
within the verification pyramid. The minimum number of
base stations N required for complete coverage of an area




Figure 4. Coverage of verifiable multilateration using four base stations

L x L up to a height h is given by the following equation:
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Figure 5 shows the total number of base stations required
for covering a specific area given a base station commu-
nication range of R = 200m. We observe that in order
to cover an area of 2 square kilometers, we need a total
of 100 base stations for complete coverage. In contrast to
conventional communication systems, constant connectivity
is not a requirement in our secure positioning infrastructure.
In the majority of application scenarios, it is sufficient for
the base stations to communicate with the prover only for
the duration of execution of distance bounding protocols.
Thus, one can also use mobile base stations (e.g., mounted
on trams and buses with known routes) to improve coverage.
In addition, the use of mobile base stations can improves the
precision of the estimated position as proposed in [68].
Performance: We now provide a conservative estimate
of the time taken to compute or verify the position of a
prover. For distances up to 200m, existing UWB rang-
ing systems [64]-[67] take up to 200ms to perform one
ranging operation. As explained previously, for applications
that require precision position estimates, it is necessary to
execute at least four such operations. In addition, the secure
positioning infrastructure needs to execute the initiation and
final verification phases of the distance bounding protocol.

N =

D. Discussion

Verifiable multilateration faces the threat of cloning at-
tacks. An attacker, after gaining access to multiple provers,
can use the same identity across all provers and strategically
places them within the verification region next to each of
the base station. This allows the attacker to convince the
infrastructure that it is at any position within the verifica-
tion region. Such attacks can be prevented by the use of
trusted computing platforms that provide tamper resistance.
However, the trusted computing platform alone does not
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Figure 5. Number of overhead and ground basestations required to cover

a certain area.

prevent an attacker spoofing the signals received by the
trusted module.

In our design, an attacker can collude with a dishon-
est prover to force the secure positioning infrastructure to
compute a false location. Such attacks is referred to as
terrorist fraud attacks. A number of protocols have been
proposed to prevent terrorist fraud attacks [44], [69]. The
majority of these protocols use symmetric cryptography,
thus requiring the prover and the infrastructure to share
credentials beforehand. However, it is possible to leverage
the protocol proposed in [70] to prevent terrorist fraud
attacks in our infrastructure without using shared keys.

V. LOCATION VERIFICATION PROTOCOLS

A trivial solution to location verification involves the
prover obtaining a signed location statement containing its
identity and location information from the secure positioning
infrastructure and forwarding it directly to the verifier.
This solution, however, does not preserve the privacy of
the prover since the infrastructure learns its identity and
the verifier learns its true location. In order to overcome
these limitations, our design instead uses anonymous cre-
dentials and signature schemes proposed by Camenisch and
Lysyanskaya [71], [72] to achieve the same goals without
compromising the prover’s privacy.

In the following, we first describe the adaptation of
anonymous credentials for location verification. We then
outline the protocols used by the W-SPS, the prover, and
the verifier to achieve location verification.

A. Anonymous Credentials

We use anonymous credentials [71] and the Camenisch-
Lysyanskaya (CL) signature scheme. We refer the reader to
the original proposal for further details [72].

Generating keys: In the generalized CL signature
scheme for multiple messages, the public key is a tuple
(n,aq,...,an, b, c), consisting of (i) a special RSA mod-
ulus n = pqg, where p and ¢ are safe primes, and (ii)
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Figure 6.  Obtaining a signed location statement. The prover sends
a commitment of its identity and engages in secure positioning. The
secure positioning infrastructure obtains the location and generates a signed
location statement that is issued to the prover. The commitment of the
prover identity preserves the privacy of the prover.

ai,...,an,b,c € QR,, generators that are distinct quadratic
residues modulo n. The corresponding secret key is p, one of
the prime factors of n. N is the number of message blocks
(in this case, the number of data fields) to sign. The data
fields include the prover’s identity, the time, and the different
fields of the location data.

Signing and verifying: The signature on the mes-
sage blocks myq,...,my is of the form (e,s,v). Here, e
is a random prime and s is a random number gener-
ated by the signer. The value v is computed as v =
(a"...a%N b*c)t/¢(mod n). The signature can be verified
by checking if v® = a7"*...alyV b°c (mod n) holds.

Blind signing: The CL signature scheme also allows
a signer to generate signatures on unknown messages. An
entity requesting a signature on a secret message block m;
can blind m; by sending the signer the value C; = a7"'b*,
where s’ is a random number. The signer generates a
random prime e and a random number s, and computes
v = (Cial™..aj" T ai T .alN b*e) /¢ mod n to produce
the signature (e, s,v). The signature for the message blocks
is (e, s+ s’,v). This mechanism is later used to preserve the
privacy of the prover’s identity from the secure positioning
infrastructure.

Zero-knowledge signature proof: The CL signature
scheme allows zero-knowledge proofs of a valid signature
on a message. Additionally, it also allows the proof of
certain properties (e.g., inequalities) of the message itself. In
these proofs, the verifier learns neither the hidden message
contents nor the signature.

B. Obtaining the Signed Location Statement

The secure positioning infrastructure generates signed
location statements. Each statement contains (i) the identity
(e.g., public key) of the prover, (ii) the timestamp when the
infrastructure calculates the prover’s location, (iii) location

Prover Verifier

Generate commitment

of location statement )
Commitment

Prove knowledge of the
signature from the secure
positioning  infrastructure
on committed values

Identity

Prove inqeuality:
timestamp > threshold

Sign associated

locations.
Signatures of
associated locations
Prove knowledge of the
verifier’s signature on the
location statement
Convinced.

Figure 7. Privacy-preserving location proof. For simplicity, we assume
that the verifier already has the location mapping containing the location
label and the associated locations. The proof consists of two main parts:
the first part proves the knowledge of a valid signature from the secure
positioning infrastructure; the second part proves the membership of the
location in the set of associated locations.

data, and (iv) the signature. Note that the SPI does not learn
the prover’s identity because the request for the statement
only contains the blinded identity. Location data could be
of various forms, such as country, county, city, or even
geographic coordinates. The CL signature scheme is used to
sign these data fields. Each individual piece of information
is associated with its own quadratic residue generator during
signature generation.

The process of obtaining the location statement is illus-
trated in Figure 6. The commitment is the blinded value of
the prover’s identity, and is sent to the secure positioning
infrastructure. On receiving this, the infrastructure performs
secure positioning to obtain the location of the prover. The
infrastructure then signs a location statement consisting of
the committed value, a timestamp, and the location; it then
sends the resulting signature to the prover together with the
location and timestamp.

C. Proving Location Correctness

In certain scenarios where the privacy from the verifier
is not required, the prover may directly present the signed
location statement to the verifier.

However, to achieve location privacy, we use a two-phase
process involving zero-knowledge proofs and set member-
ship proofs. First, the prover users a zero-knowledge proof



Table I
OVERHEAD OF LOCATION ISSUANCE AND VERIFICATION

Operation Computation Time (ms)

Median  Std. deviation
Signed location statement issuance 3139 1354
Associated location signature issuance  13829.5 958.9
Proof generation 211.1 4.7
Proof verification 156.0 4.9

of knowledge to convince the verifier that it has a signed
location statement. Next, the prover establishes the validity
of its location using set membership proofs.

The complete protocol is shown in Figure 7 and consists
of the following steps:

1) The prover sends the verifier a commitment of all the
location data values in the signed location statement.

2) The prover uses a zero-knowledge proof to convince
the verifier that it has a valid signed location statement.
The prover also reveals the corresponding identity in
the location statement.

3) The prover uses a zero-knowledge proof to assure the
verifier that the timestamp is fresh.

4) The verifier signs the set of locations associated with
the location label and sends the signatures to the
prover.

5) The prover uses another zero-knowledge proof to
demonstrate that it possess a signature from the verifier
on its location statement. If the prover cheats by
using a signed statement corresponding to a location
different from the ones associated with the location
label, it would not have a valid signature from the
verifier [73].

D. Security Analysis

We analyze our architecture with respect to the security
and privacy properties defined in Section II-B.

The external attacker cannot influence the location com-
putation process performed by the secure positioning in-
frastructure as discussed in Section IV. Also, the external
attacker cannot influence any communication between the
prover, the verifier, and the W-SPS because it occurs over
secure channels.

Similarly, an untrusted prover can neither influence the
communication channel between the verifier and the LNS
nor cheat during the location computation process of the
secure positioning infrastructure. Moreover, the prover can-
not subvert the location verification protocol to mislead the
verifier into believing that it is at a false location due the
CL signature scheme and its accompanying zero-knowledge
proofs [72], [73]. Hence our W-SPS ensures that the prover
cannot cheat on its location.

Our design also guarantees the privacy of the prover’s
identity from a curious W-SPS. This is achieved using

Table II
CONTENTS OF LOCATION STATEMENT

Category Data type

Identification Prover identity
Timestamp Time since defined epoch
Geopolitical Country

First-level division (e.g., state)
Second-level division (e.g., county)
Third-level division (e.g., city)
Forth-level division (e.g., municipality)
Postal address

Geometric Coordinate  Coordinates with granularity level 1

Coordinates with granularity level Ny

the hiding property of the blinding signing process in CL
signatures [72]. The prover’s location privacy against a
curious verifier is also guaranteed by the zero-knowledge
property of the proofs.

E. Implementation and Evaluation

We implement the protocols described in Section V-C us-
ing idemix [74] to evaluate their performance. We optimized
the implementation by combining the proofs and converting
the protocol to a non-interactive zero-knowledge proof using
the Fiat-Shamir heuristic [75].

Table II lists the different location information used in our
implementation to realize the location statement. They are
explained as follows.

Due to the different administrative divisions in different
countries, we adopt the ISO-3166 standard for a unified
location format in the signed location statement [41]. In this
standard suite, the geopolitical location information consists
of the fields shown in Table II. A location statement also
consists of different sets of geometric coordinates, each
corresponding to a particular granularity. A granularity level
refers to the level of precision in terms of the prover’s
longitude, latitude, and elevation. We denote the number of
different granularities of the prover’s location in the location
statement by N,; the location statement therefore contains
Ny sets of geometric coordinates.

Evaluation: In order to reflect real-world constraints,
we also adopt security parameters that are similar to those
used by Bichsel et al. [76] for smart cards implementing the
Java Card. Specifically, the modulus n is 1536 bits long, the
generators a;, b, c are each 1536 bits long, and each signed
message block is 593 bits long. We also set N, to be 5. In the
evaluation, we consider a set of 50 locations associated one
location label. Each location is represented by the geometric
coordinates in the highest granularity (10~* degrees for
longitude and latitude, and 10 meters for elevation). We run
the protocols on a ThinkPad T420 running an Intel Core i7
CPU clocked at 2.7 GHz for 1000 iterations.

The results are shown in Table I. Runtime Profiling
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Figure 8. Example realization of the architecture in the online banking

scenario. The location mapping is registered by the bank to location name
service. The prover is the bank server and the verifier is the client-side
application of the user.

using jvmmonitor [77] indicates that the primary source
of variance in the computation overhead in the first two
procedures is due to the iterative process of generating their
respective random prime number e in the CL signature
scheme. Evaluation shows that signing of the locations by
the verifier is the most computationally intensive of the
entire protocol. However, this can be optimized by having
the verifier precompute the signatures.

In terms of storage overhead, the size of the signed
location statement containing the information as shown in
Table II is approximately 6.2 KB; the size of a single
location signature is approximately 2.2 KB.

VI. APPLICATIONS

We illustrate the use of W-SPS using two possible exam-
ple scenarios. We assume that the location name service is
realized as a trusted server set up by an authoritative entity.
The secure positioning infrastructure is implemented by a
local telecommunication service provider.

Online banking: Figure 8 depicts the usage of W-SPS
in the context of online banking. A client performs online
transactions with a bank only after verifying that the bank’s
server is at a correct location. In this scenario, the banking
server acts as the prover and the client-side application is
the verifier. The location name service provides the location
mapping registered originally by the bank. The banking
server contacts the secure positioning infrastructure and
obtains a signed location statement. When the client’s ap-
plication connects to the server, it downloads the associated
locations from the location name service. Before the client
enters its banking credentials, the application initiates a
location verification request, during which it verifies the
banking server’s location. If the verification succeeds, the
client proceeds with the transactions.

SN @D
(\(,)\/\i,

(G

Secure Positioning
Infrastructure

1. Secure positioning (Unused)

3. Verify location

3 2. Send signed location statement

Drone (V) Controller (P)

Figure 9. Example realization of the architecture in a drone tracking
scenario. The secure positioning infrastructure regularly positions the drone
and issues signed location statements. The statements are forwarded by the
drone to its controller.

Drone Navigation and Tracking: The increasing pop-
ularity of unmanned aerial vehicles for various applications,
e.g., delivery of goods and surveillance, necessitates a secure
infrastructure that supports their navigation and tracking. In
this scenario, we consider a courier service that uses drones
to deliver packages to customers. The courier service needs
to continuously track the location of its drones to issue future
control commands. The drones use the SPI (Figure 9) to
securely determine their position in real-time and forward
this information to the courier service. We note that this
scenario does not require the use of the location name
service which is supported by our modular architecture.

VII. RELATED WORK

In this section, we summarize related work on secure and
privacy-preserving location-based services.

Saroiu and Wolman propose the notion of a location proof
issued by wireless access points and present its possible
applications [78]. Unlike our approach, the wireless infras-
tructure learns the identity (specifically, the public key) of
the device. Lenders et al. discuss the need for location-
based trust solutions for mobile applications that leverage
secure localization techniques [20]. Canlar et al. proposes
CREPUSCOLO, which addresses collusion of entities and
privacy preservation in location verification systems using
periodically-changing pseudonyms. However, the temporal
location of the prover is still revealed to the verifier [79].
The proposals in [80], [81] also suffers the same weakness.
Luo and Hengartner propose VeriPlace [82], which requires
trusted third parties and preserves location privacy using
coarse-grained granularities. In our architecture, the user’s
location privacy is additionally protected using anonymity
sets. Carbunar et al. present similar ideas for privacy-
preserving location-based services [83]. However, their po-
sitioning system is still not resilient to relay attacks.



VIII. CONCLUSION

With this paper, we opened a discussion on the need
for a novel wide-area secure positioning system to support
modern location-based applications. Our proposed W-SPS
consists of two main entities: (i) the secure positioning
infrastructure, which issues globally verifiable location state-
ments, and (ii) the location name server, which maps user-
defined labels to multiple locations. We also introduced
protocols that achieve privacy-preserving location verifi-
cation. Our evaluations also demonstrated the feasibility
of such a deployment. As future work, we explore the
improvement on the communication range of base stations
without compromising the security guarantees and various
ways to register and audit location mappings in the location
name service.
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